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1. [bookmark: _Toc505005710]Introduction
2. [bookmark: _Toc505005711]Policy References
2.1. This procedure is a requirement of the following policies:

· Data Protection Policy
3. [bookmark: _Toc505005712]Privacy Notices
3.1. Where personal data is being obtained for us to process, whether from the Data Subject or a third party, then a Privacy Notice must be made available to provide assurance to the Data Subject over the legitimacy of the processing and what will be involved.

3.2. The law requires Notices to be concise, transparent, intelligible and easily accessible by the Data Subject. It should be written in clear and plain language, particularly if addressed to a child.

3.3. There must be no charge made to a Data Subject in order for them to be given access to a Notice

3.4. The details that a Notice must contain are as follows:

3.4.1. The Identity and contact details of the Data Controller, any Data Processors (if applicable) and the name of the responsible Data Protection Officer

3.4.2. The purpose of processing and the legal basis supporting the processing

3.4.3. (Where applicable) The legitimate Interests of the Data Contoller or 3rd Party 

3.4.4. Any third party recipient (or categories of recipients) of the data

3.4.5. Any transfers to 3rd countries (i.e. outside the European Economic Area) and details of the adequate safeguards in place to secure the data and the Data Subject’s rights.

3.4.6. The retention period (or the criteria to be used to determine one) at the end of which it will no longer be necessary to process the data.

3.4.7. Which of the Data Subject’s rights will be applicable to the processing (or confirm that all rights are applicable)

3.4.8. (If consent is being relied upon) Advise the Data Subject of their right to withdraw consent at any time 

3.4.9. Advise the Data Subject of their right to lodge a complaint with the Information Commissioner’s Office if they have concerns over the processing

3.4.10. Make the Data Subject aware of any automated decision making/ profiling being undertaken as a part of the processing and information about: 
· How decisions based on the data are made, 
· The significance and consequences of the decisions.

3.4.11. (Where data is obtained directly from the Data Subject):
· The specific statutory/ contractual requirement/ obligation  
· The consequences of not providing personal data

3.4.12. (Where data is not obtained directly from the data subject)
· Where the data is coming from and whether this is from publicly accessible sources 
· The categories of personal data

3.5. The Notice must be available to the Data Subject:

	Criteria
	Action

	if the data is being obtained directly from the Data Subject
	At the time data is obtained 

	if the data is not being obtained directly from the Data Subject…
	(no additional criteria)
	Within a reasonable period of having obtained the data (within one month)

	
	…AND if data is to be used to communicate with the Data Subject
	At the latest, when the first  communication takes place 

	
	…AND is to be disclosed to a third party
	At the latest, before the data is disclosed. 



4. [bookmark: _Toc505005713]Advice and Support
4.1. If you have any issues over the clarity of these procedures, how they should be applied in practice, require advice about exemptions from the requirements or have any suggestions for amendments, please contact Claire Hands dpo@st-edmunds.notts.sch.uk 

5. [bookmark: _Toc505005714]Breach Statement
5.1. A breach of this procedure is a breach of Information Policy. Breaches will be investigated and may result in disciplinary action. Serious breaches of Policy may be considered gross misconduct and result in dismissal without notice, or legal action being taken against you.


[bookmark: _Toc505005715]Annex A: ICO Privacy Notice Checklist

This is also available at the following link

	What information must be supplied?


	Data obtained  directly from data subject
	Data not obtained directly from data subject

	Identity and contact details of the controller and where applicable, the controller’s representative) and the data protection officer
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	Purpose of the processing and the legal basis for the processing
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	The legitimate interests of the controller or third party, where applicable
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	Categories of personal data
	 
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	Any recipient or categories of recipients of the personal data
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	Details of transfers to third country and safeguards
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	Retention period or criteria used to determine the retention period
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	The existence of each of data subject’s rights
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	The right to withdraw consent at any time, where relevant
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	The right to lodge a complaint with a supervisory authority
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	The source the personal data originates from and whether it came from publicly accessible sources
	 
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	Whether the provision of personal data part of a statutory or contractual requirement or obligation and possible consequences of failing to provide the personal data
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	 

	The existence of automated decision making, including profiling and information about how decisions are made, the significance and the consequences.
	    [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]
	            [image: https://ico.org.uk/media/images/graphics/1624594/blue-tick.png]

	 
	 
	 

	When should information be provided?
	At the time the data are obtained.
	Within a reasonable period of having obtained the data (within one month)

	
	
	If the data are used to communicate with the individual, at
the latest, when the first communication takes place; or

	
	
	If disclosure to another recipient is envisaged, at the latest,
before the data are disclosed.





[bookmark: _Toc505005716]Annex B: On-line General Privacy Statement

Use this document as text for a website page which provides a basic commentary on how Privacy issues are handled in the school. Detailed Privacy Notices (Model templates at Annex C) should be linked from this page so that this content acts as an introduction to the further information contained on your Notices

[bookmark: _MON_1578746643] 
[bookmark: _Toc505005717]Annex C: Model Privacy Notices

These are model notices covering specific areas of data processing. Please review the text in red font on all notices before adopting. Each document, if relevant to your processing, should be published on your website with its own document or page address so that you can easily provide links to a specific notice from any data collection forms.

	

	CCTV

	

	Processing under ‘Consent’ (excluding use of Photo and Video)

	

	Processing of Photo and Video

	

	Statutory Processing of Pupil and Parent data

	

	Processing of Employee Data

	

	Processing of Governor Data




[bookmark: _Toc505005718]Annex D: Privacy Statement 

You can use this brief statement for inclusion on consent forms or other points of data collection to ensure that individuals know how to access information about how their data is handled:
St Edmund’s CofE Primary and Nursery School fully complies with information legislation.  For the full details on how we use your personal information please click here - http://www.st-edmunds.notts.sch.uk/Privacy-Notice_A22DSR.aspx or call 01623 646624 if you are unable to access the internet.

[bookmark: _Toc505005719]Annex E: Privacy Notice Template

If you identify further areas of activity that need to be captured in an additional Privacy Notice, use the template below
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2B Online overarching privacy notice v1.0.docx
Privacy notice

Page Content

St Edmund’s C of E Primary and Nursery School respects you and your child’s privacy when you use the Organisation’s services and is committed complying with privacy legislation.

The information below is what is referred to as a ‘Privacy Notice’ which explain how the Organisation uses and protects your personal information. 

Before we start, if you look to the left of this webpage you’ll see a list of services that the Organisation provides. Under each service is more detailed information about how we use and protects your personal information, simply click on the link to find out more. 

St Edmund’s C of E Primary and Nursery School has a Data Protection Officer whose role it is to ensure that any personal information processed by the Organisation is processed fairly and lawfully (respecting your rights and ensuring we follow the law). If you have any concerns or questions regarding how we look after your personal information, please contact the Data Protection Officer Claire Hands, at dpo@st-edmunds.notts.sch.uk or by calling 01623 646624

Why we use your personal information 

Why we use personal information

We may need to use some information about you to:

· deliver services and support to you;

· manage those services;

· train and manage the employment of our workers who deliver those services;

· help investigate any worries or complaints you have about your services;

· keep track of spending on services;

· check the quality of services; and

· to help with research and planning of new services.

What are our legal reasons for processing personal information?

There are a number of legal reasons why we need to collect and use personal data.  Each privacy notice from the menu on the left explains for each service which legal reason is being used.  Generally we collect and use personal information in the following circumstances:

· Where you, or your legal representative, have given consent

· Where you have entered into a contract with us

· Where it is necessary to perform our statutory duties

· Where it is necessary to protect someone in an emergency

· Where it is required by law

· Where it is necessary for employment purposes

· Where you have made your data publicly available

· Where it is necessary to establish, exercise or defend a legal claim

· Where it is in the substantial public interest

· Where it is necessary to protect public health

· Where it is necessary for archiving public interest material, research, or statistical purposes

Where we are using your consent to process your personal data, you have the right to withdraw that consent at any time.  If you wish to withdraw your consent, please dpo@st-edmunds.notts.sch.uk so that your request can be dealt with.

What is Personal Information?

Personal information is often records that can identify and relate to  a living person. This can also include information that when put together with other information can then identify a person. 

What are Special Categories of Information?

This is personal information that needs more protection due to its sensitivity.  This information is likely to include:

· sexuality and sexual health

· religious or philosophical beliefs

· ethnicity

· physical or mental health

· trade union membership

· political opinion

· genetic/biometric data

How we limit the use of personal information

Where necessary St Edmund’s C of E Primary and Nursery School processes personal data to deliver our services effectively; but wherever possible, the data that we process will be anonymised, pseudonymised or de-personalised.  This means the information can no longer identify a person.  


When using personal data for research purposes, the data will be anonymised/pseudonymised to avoid the identification of a person, unless you have agreed that your personal information can be used for the research project.

 

We do not sell personal data to any other organisation for the purposes of selling products. 



Your privacy rights 

The law provides you with a number of rights to control the processing of your personal information:

Accessing the information we hold about you

You have the right to ask for all the information we have about you. When we receive a request from you in writing, we must normally give you access to everything we have recorded about you. However, we will not let you see any parts of your record which contain:

 

· Confidential information about other people; or

· Data an information professional thinks will cause serious harm to your or someone else’s physical or mental wellbeing; or

· If we think that the prevention or detection of crime may be adversely affected by disclosing data to you.

This applies to paper and electronic records. If you ask us, we will also let others see your record (except if one of the points above applies).  If you cannot ask for your records in writing, we will make sure there are other ways you can apply.  If you have any queries regarding access to your information please contact dpo@st-edmunds.notts.sch.uk or 01623 646624.

Changing information you believe to be inaccurate

You should let us know if you disagree with something written on your file. We may not always be able to change or remove the information; however, we will correct factual inaccuracies and may include your comments in the records.  Please use the contact details above to report inaccurate information.

 

Asking for your information to be deleted (right to be forgotten)



In some circumstances you can request the erasure of the personal information used by the Organisation, for example:



· Where the personal information is no longer needed for the purpose for which it was collected

· Where you have withdrawn your consent to the use of your information  (where there is no other legal basis for the processing)

· Where there is no legal basis for the use of your information

· Where erasure is a legal obligation



Where personal information has been shared with others, the Organisation shall make every reasonable effort to ensure those using your personal information comply with your request for erasure.



Please note that the right to erasure does not extend to using your personal information where:



· Is required by law

· It is used for exercising the right of freedom of expression 

· It is in the public interest in the area of public health

· It is for archiving purposes in the public interest, scientific or historical research purposes, or statistical purposes where it would seriously affect the achievement of the objectives of the processing

· It is necessary for the establishment, defense or exercise of legal claims.



Restricting what your information is used for



You have the right to ask us to restrict what we use your personal data for where one of the following applies:



· You have identified inaccurate information, and have notified us of this

· Where using your information is unlawful, and you wish us to restrict rather than erase the information

· Where you have objected to us using the information, and the legal reason for us using your information has not yet been provided to you



When information is restricted it cannot be used other than to securely store the data, and with your consent, to handle legal claims, protect others, or where it is for important public interests of the UK.



Where restriction of use has been granted, we will inform you before the use of your personal information is resumed.



You have the right to request that the Organisation stop using your personal information for some services. However, if this request is approved this may cause delays or prevent us delivering a service to you. Where possible we will seek to comply with your request, but we may need to hold or use information in connection with one or more of the Organisation’s legal functions.





Computer based decisions about you and if you are ‘profiled’



You have the right to object about decisions being made about you by automated means (by a computer and not a human being), unless it is required for any contract you have entered into, required by law, or you have consented to it. You also have the right to object if you are being ‘profiled’. Profiling is where decisions are made about you based on certain things in your personal information. If and when the Organisation uses your personal information to profile you, you will be informed. 



If you have concerns regarding automated decision making, or profiling, please contact the Data Protection Officer who will be able to advise you about how your information is being used.  



Who will we share your personal information with? 

We use a range of companies and partners to either store personal information or to manage it for us. Where we have these arrangements there is always a contract, memorandum of understanding or information sharing protocol in place to ensure that the organisation complies with data protection law. We complete privacy impact assessments before we share personal information to ensure their compliance with the law.

Sometimes we have a legal duty to provide information about people to other organisations, e.g. Child Protection concerns or Court Orders.



We may also share your personal information when we feel there is a good reason that is more important than protecting your confidentiality. This does not happen often, but we may share your information:



· For the find and stop crime or fraud; or 

· if there are serious risks to the public, our staff or to other professionals; or

· to protect a child.

The law does not allow us to share your information without your permission, unless there is proof that someone is at risk or it is required by law. 

 

This risk must be serious before we can go against your right to confidentiality.  When we are worried about physical safety or we feel that we need to take action to protect someone from being harmed in other ways, we will discuss this with you and, if possible, get your permission to tell others about your situation. 

 

We may still share your information if we believe the risk to others is serious enough to do so.  

 

There may also be rare occasions when the risk to others is so great that we need to share information straight away. If this is the case, we will make sure that we record what information we share and our reasons for doing so. We will let you know what we have done and why as soon as or if we think it is safe to do so.



How do we protect your information? 

We will do what we can to make sure we hold personal records (on paper and electronically) in a secure way, and we will only make them available to those who have a right to see them.  Our security includes:

 

· Encryption allows information to be hidden so that it cannot be read without special knowledge (such as a password). This is done with a secret code or cypher. The hidden information is said to be encrypted.

· Pseudonymisation allows us to hide parts of your personal information from view so only we can see it. This means that someone outside of ECC could work on your information for us without ever knowing it was yours. 

· Controlling access to systems and networks allows us to stop people who are not allowed to view your personal information from getting access to it. 

· Training for our staff allows us to make them aware of how to handle information and how and when to report when something goes wrong.

· Ways for us to access your information should something go wrong and our systems not work, including how we manage your information in event of an emergency or disaster.

· Regular testing of our technology and processes including keeping up to date on the latest security updates (commonly called patches). 

If your information leaves the country



Sometimes, for example where we receive a request to transfer Organisation records to a new Organisation, it is necessary to send that information outside of the UK.  In such circumstances additional protection will be applied to that data during its transfer, and where the receiving country does not have an adequacy decision from the European Commission, advice will be sought from the Information Commissioners Office prior to the data being sent.

How long do we keep your personal information? 

For each reason why we use your personal information there is often a legal reason for why we need to keep it for a period of time. We try to capture all of these and detail them in what’s called a ‘retention schedule’. This schedule lists for each service how long your information may be kept for. 


Please click here for our retention schedule. 

 

Where can I get advice? 

 

You can contact our Data Protection Officer at dpo@st-edmunds.notts.sch.uk or by calling 01623 646624.



For independent advice about data protection, privacy and data sharing issues, you can contact the Information Commissioner’s Office (ICO) at:



Information Commissioner's Office

Wycliffe House 

Water Lane 

Wilmslow

Cheshire SK9 5AF



Tel: 0303 123 1113 (local rate) or 01625 545 745 if you prefer to use a national rate number



Alternatively, visit ico.org.uk or email casework@ico.org.uk. 



Cookies (not the edible ones) & how you use this website 

 

To make this website easier to use, we sometimes place small text files on your device (for example your iPad or laptop). These are known as ‘cookies’. Most big websites do this too.

 They improve things by:

· remembering the things you’ve chosen, so you don’t have to keep re-entering them whenever you visit a new page

· remembering data you’ve given (for example, your address) so you don’t need to keep entering it

· measuring how you use the website so we can make sure it meets your needs.

By using our website, you agree that we can place these types of cookies on your device. 



We do not use cookies on this website that collect information about what other websites you visit (often referred to as privacy intrusive cookies).

 

Our cookies aren’t used to identify you personally. They’re just here to make the site work better for you. Indeed, you can manage and/or delete these files as you wish.



To learn more about cookies and how to manage them, visit AboutCookies.org or watch a video about cookies.

How you use this website (something called ‘Google Analytics’)

We use Google Analytics to collect information about how people use this site. We do this to make sure it’s meeting peoples’ needs and to understand how we can make the website work better.  

 

Google Analytics stores information about what pages on this site you visit, how long you are on the site, how you got here and what you click on while you are here. We do not collect or store any other personal information (e.g. your name or address) so this data cannot be used to identify who you are.

 

 

		Name

		Typical Content

		Expires



		_utma 

		randomly generated number

		2 years



		_utmb

		randomly generated number

		30 minutes



		_utmc

		randomly generated number

		when you close your browser



		_utmx 

		randomly generated number

		2 years



		_utmxx

		randomly generated number

		2 years



		_utmz

		randomly generated number and data on how the site was reached (e.g. direct or via a link, organic search or paid search)

		





We also collect data on the number of times a word is searched for on the site and the number of failed searches. We use this information to improve access to the site and to identify gaps in the content and see if it is something we should add to the site.

 Unless the law allows us to, we do not:

· share any of the data we collect about you with others, or

· use this data to identify individuals.

Other people’s cookies

We use videos from YouTube and feeds from other websites such as Facebook and Twitter. These websites place cookies on your device when watching or viewing these pages.

 

Below are links to their cookie policies:

· Google and YouTube

· Facebook

· Twitter

Turning off cookies

You can stop cookies being downloaded on to your computer or other device by selecting the appropriate settings on your browser. If you do this, however, you may not be able to use the full functionality of this website.

There is more information about how to delete or stop using cookies on AboutCookies.org. If you wish, you can also opt out of being tracked by Google Analytics.

 

Further guidance on the use of personal information can be found at ico.org.uk 
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2C CCTV v2.docx
Privacy Notice 

Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.

		What is the service being provided?

		Use of CCTV surveillance



		What personal data do we need from you?

		· Personal Images





		Who will be using your Personal Data?

		Who is the Data Controller?

		Your School name



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		Please complete



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☒		No

		☐

		

		Who are they?

		Your CCTV camera providers or operators (if ‘Yes’), N/A if you do not have ongoing support where the supplier has access to the data



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		Public safety and prevention of crime



		

		[bookmark: Back4]The Legal Condition(s):

		· Task in the Public Interest (Public Safety)



		Who else might we share your data with?

		Police or other certified investigators



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)



		How long will your data be kept?

		When will it stop being used?

		Standard period is 30 days – please amend if you retain for longer periods.

May be retained for a longer period if imagery is required for evidential purposes



		

		How long after this will it be deleted?

		As above



		Our use of the data will be subject to your legal rights (marked if applicable):

		[bookmark: Back7]Inform

		☒		Access

		☒		Rectify

		☐		[bookmark: Back10]Erase

		☐

		

		Restrict

		☐		Portable

		☐		Object

		☐		Automate

		☐

		As you are giving us your data directly:

		This is the reason why we are allowed to ask for it and use it:

		Public Safety



		

		This is what could happen if you refused to let us use your data for this purpose:

		Not applicable



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		Please complete



		Email

		Please complete



		Phone Number

		Please complete



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113

































Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty/Task in the Public Interest

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back





















© Essex County Council.  
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2C Consent (Not Photo, Video).docx
Privacy Notice 

		What is the service being provided?

		School Trips, Schools clubs, Pupil Support Services, Sporting Activities



		What personal data do we need from you?

		List all data fields you collect/use for the purposes above (and any other purposes you may add)



		Who will be using your Personal Data?

		Who is the Data Controller?

		Your school



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		[ENTER DETAILS]



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☒		No

		☐

		

		Who are they?

		List any organisation which may use the above data in order to provide the service, e.g. Website provider, Sporting event organisers, travel operators………



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		To enhance education provision, inclusion and recreation



		

		[bookmark: Back4]The Legal Condition(s):

		Consent



		

		You may withdraw your consent at any time by contacting us



		Who else might we share your data with?

		Please list – likely to be similar to the Data Processor list above



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		Check if any data is stored or taken outside of the EU



		How long will your data be kept?

		When will it stop being used?

		Itemise according to your title e.g.

Trips = 

Sports = 



		

		How long after this will it be deleted?

		As above



		Our use of the data will be subject to your legal rights (marked if applicable):

		[bookmark: Back7]Inform

		☒		Access

		☒		Rectify

		☒		[bookmark: Back10]Erase

		☒

		

		Restrict

		☒		Portable

		☐		Object

		☒		Automate

		☐

		As you are giving us your data directly to us:

		This is the reason why we are allowed to ask for it and use it:

		To enable the delivery of these services



		

		This is what could happen if you refused to let us use your data for this purpose:

		Your child will not be able to participate in these events



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		[ENTER DETAILS]



		Email

		[ENTER DETAILS]



		Phone Number

		[ENTER DETAILS]



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113



































Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back
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2C Photo, Video.docx
Privacy Notice 

Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.

		What is the service being provided?

		School Photos/Videos



		What personal data do we need from you?

				Add data Fields

		

		

		



		

		

		

		









		Who will be using your Personal Data?

		Who is the Data Controller?

		Your school



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		Please complete



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☒		No

		☐

		

		Who are they?

		Website provider, SIMS (or other MIS) ……



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		To enhance education provision, inclusion and recreation



		

		[bookmark: Back4]The Legal Condition(s):

		Consent



		

		You may withdraw your consent at any time by contacting us



		Who else might we share your data with?

		Complete …….



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		Check if Data Processors send/hold data outside the EU



		How long will your data be kept?

		When will it stop being used?

		Itemise according to your title e.g.

Photos = 

Videos = 



		

		How long after this will it be deleted?

		As above



		Our use of the data will be subject to your legal rights (marked if applicable):

		[bookmark: Back7]Inform

		☒		Access

		☒		Rectify

		☒		[bookmark: Back10]Erase

		☒

		

		Restrict

		☒		Portable

		☐		Object

		☒		Automate

		☐

		As you are giving us your data directly to us:

		This is the reason why we are allowed to ask for it and use it:

		To enable the delivery of these services



		

		This is what could happen if you refused to let us use your data for this purpose:

		Your child will not be able to participate in these events



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		[ENTER DETAILS]



		Email

		[ENTER DETAILS]



		Phone Number

		[ENTER DETAILS]



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113







































Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back
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2C Statutory Pupil.docx
Privacy Notice 

Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.

		What is the service being provided?

		Creation, Maintenance of the Pupil Record, Curriculum Delivery and Pastoral Care, including Pupil and Parent/Carer data



		What personal data do we need from you?

		*Add all data fields on school pupil MIS (SIMSs, RM etc), inc. SEN, CP etc etc

		Name

		Address

		Known As name

		Date of Birth



		Ethnicity

		Religion

		Medical details

		Parent/Carer names



		Emergency contacts

		Gender

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		









		Who will be using your Personal Data?

		Who is the Data Controller?

		Your School name



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		Please complete



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☒		No

		☐

		

		Who are they?

		MIS provider, e.g. SIMs, RM Integra and any other system suppliers which hold the above data



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		Statutory Duties





		

		[bookmark: Back4]The Legal Condition(s):

		Statutory Duty & Substantial Public Interest



		



		



		Who else might we share your data with?

		Central & Local Government, Health Providers, Other Education Providers, Regulatory Bodies



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)



		How long will your data be kept?

		When will it stop being used?

		When the Pupil transfers to another education setting, e.g. another school



		

		How long after this will it be deleted?

		Date of Birth + 25 years



		Our use of the data will be subject to your legal rights (mark if applicable):

		[bookmark: Back7]Inform

		☒		Access

		☒		Rectify

		☒		[bookmark: Back10]Erase

		☐

		

		Restrict

		☐		Portable

		☐		Object

		☐		Automate

		☐

		As you are giving us your data directly:

		This is the reason why we are allowed to ask for it and use it:

		Statutory Duty



		

		This is what could happen if you refused to let us use your data for this purpose:

		N/A



		As you are not giving your data directly to us:

		This is who is giving us your personal data:

		Local Authority or previous education setting



		

		This is a source of personal data open to anyone 

		Yes

		☐		No

		☒

		

		These are the categories of personal data being given to us

		Basic Demographics, including unique ID, name, address, DoB, gender, parental contact details, ethnicity, language, educational attainment & attendance.



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		[ENTER DETAILS]



		Email

		[ENTER DETAILS]



		Phone Number

		[ENTER DETAILS]



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113










Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back
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2C Employee.docx
Privacy Notice 

Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.

		What is the service being provided?

		Employment Records for schools staff



		What personal data do we need from you?

		*Add all data fields on staff MIS (e.g. SIMS, RM etc), inc. paper records

		Name

		Address

		Date of Birth

		Ethnicity



		NI Number

		Bank Details

		Health Information

		Vetting information



		Pensions data

		Payroll data

		

		



		

		

		

		



		

		

		

		









		Who will be using your Personal Data?

		Who is the Data Controller?

		Your School name



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		Please complete



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☒		No

		☐

		

		Who are they?

		MIS provider, e.g. SIMs, RM Integra and any other system suppliers which hold the above data



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		Employment



		

		[bookmark: Back4]The Legal Condition(s):

		· Under Contract

· Employment, Social Security, Social Protection



		Who else might we share your data with?

		Central & Local Government, Health Providers, Other Education Providers, Regulatory Bodies, Professional Associations.



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)



		How long will your data be kept?

		When will it stop being used?

		Termination of employment + 6 years with regard to references



		

		How long after this will it be deleted?

		Termination of employment + 6 years



		Our use of the data will be subject to your legal rights (marked if applicable):

		[bookmark: Back7]Inform

		☒		Access

		☒		Rectify

		☒		[bookmark: Back10]Erase

		☐

		

		Restrict

		☐		Portable

		☐		Object

		☐		Automate

		☐

		As you are giving us your data directly:

		This is the reason why we are allowed to ask for it and use it:

		Employment law



		

		This is what could happen if you refused to let us use your data for this purpose:

		Unable to employ



		As you are not giving your data directly to us:

		This is who is giving us your personal data:

		Previous employer, DBS service, Occupational Health.



		

		This is a source of personal data open to anyone 

		Yes

		☐		No

		☒

		

		These are the categories of personal data being given to us

		Basic Demographics, e.g. name, address, Date of Birth, Contacts, references from previous employers, medical reports, employment suitability checks, Pensions and payroll data



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		[ENTER DETAILS]



		Email

		[ENTER DETAILS]



		Phone Number

		[ENTER DETAILS]



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113





Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back
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Privacy Notice 

Please be advised that not all of this data is shared with everyone listed. We only share data required for that particular function and only the minimum required.

		What is the service being provided?

		Governors Services



		What personal data do we need from you?

		Please list all data items which you share with Governors, e.g. names addresses, behaviours, photos etc



		Who will be using your Personal Data?

		Who is the Data Controller?

		Your School name



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		Your DPO Name



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☐		No

		☐

		

		Who are they?

		List any data processors and tick ‘yes’ above if applicable



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		To deliver Governor services to the school



		

		[bookmark: Back4]The Legal Condition(s):

		· Legal Obligation

· Substantial Public Interest



		Who else might we share your data with?

		Central & Local Government, Other Education Providers, Regulatory Bodies



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		NO (please check that this is true by checking where the support for your systems comes from, i.e. inside the EEA)



		How long will your data be kept?

		When will it stop being used?

		When a Governor ceases to work for the school, plus one year



		

		How long after this will it be deleted?

		As above



		Our use of the data will be subject to your legal rights (marked if applicable):

		[bookmark: Back7]Inform

		☒		Access

		☒		Rectify

		☒		[bookmark: Back10]Erase

		☐

		

		Restrict

		☐		Portable

		☐		Object

		☐		Automate

		☐

		As you are giving us your data directly:

		This is the reason why we are allowed to ask for it and use it:

		For statutory purposes to ensure the smooth running of the school



		

		This is what could happen if you refused to let us use your data for this purpose:

		Not applicable



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		[ENTER DETAILS]



		Email

		[ENTER DETAILS]



		Phone Number

		[ENTER DETAILS]



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113

































Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty/Task in the Public Interest

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back





















© Essex County Council.  

All rights reserved,  Essex County Council grants its customers who have purchased a licence to use this document for the purposes of the administration and operation of the school to whom it has been sold.  For those purposes customers are permitted to use, adapt, publish and copy this document provided that every adapted or published version of this document must include this copyright notice in full.  No other use by other organisations or outside the terms of the permitted use stated above is permitted without the prior written permission of Essex County Council. Those infringing Essex County Council’s copyright may be subject to prosecution, claims for damages or other legal action.  
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2A Privacy Notice Template v2.0.docx
Privacy Notice Template

		What is the service being provided?

		



		What personal data do we need from you?

		· 



		Who will be using your Personal Data?

		Who is the Data Controller?

		



		

		[bookmark: Back1]Who is the Data Controller’s 

Data Protection Officer?

		



		

		[bookmark: Back2]Are there any Data Processors? 

		Yes

		☐		No

		☐

		

		Who are they?

		



		What will it be used for and what gives us the right to ask for it and use it?

		The Purpose(s):

		



		

		[bookmark: Back4]The Legal Condition(s):

		



		

		[bookmark: Back5][DELETE if not using ‘Legitimate Interests’]

Our legitimate interests are:

		



		

		[DELETE if not using ‘Consent’]

You may withdraw your consent at any time by contacting us



		Who else might we share your data with?

		



		Will your data be stored in or accessible from countries with no UK-equivalent Privacy Law protections?

		



		How long will your data be kept?

		When will it stop being used?

		



		

		How long after this will it be deleted?

		



		Our use of the data will be subject to your legal rights (marked if applicable):

		[bookmark: Back7]Inform

		☐		Access

		☐		Rectify

		☐		[bookmark: Back10]Erase

		☐

		

		Restrict

		☐		Portable

		☐		Object

		☐		Automate

		☐

		[Delete any of the following rows which do not apply]



		We will make automated decisions or profile you based on your data

		How will this be done?

		



		

		What will happen as a result of the decisions?

		



		As you are giving us your data directly to us:

		This is the reason why we are allowed to ask for it and use it:

		



		

		This is what could happen if you refused to let us use your data for this purpose:

		



		As you are not giving your data directly to us:

		This is who is giving us your personal data:

		



		

		This is a source of personal data open to anyone 

		Yes

		☐		No

		☐

		

		These are the categories of personal data being given to us

		



		Visit the following links for more information about Privacy Law, our obligations and your Rights:



		The ICO Guide to the General Data Protection Regulations 2016

The General Data Protection Regulations 2016



		If you have concerns over the way we are asking for or using your personal data, please raise the matter with our Data Protection Officer by the following means:



		Postal Address

		[ENTER DETAILS]



		Email

		[ENTER DETAILS]



		Phone Number

		[ENTER DETAILS]



		If you still have concerns following our response you have the right to raise the matter with the Information Commissioner’s Office:



		Postal Address

		Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF



		Online Form

		https://ico.org.uk/concerns/handling/ 



		Phone Number

		0303 123 1113









































Guidance

1. Who is a Data Controller?  This is your Organisation.

Back

2. [bookmark: DC][bookmark: DPO]Who is the Data Protection Officer?  This is a statutory post either within your organisation or a contracted service

Back

3. [bookmark: DProc]What is a Data Processor?  This is someone who uses the data you are responsible for in order to deliver a service you have contracted them to deliver on your behalf

Back

4. [bookmark: Purps]What are Purposes?  This is the reason you want to use the data, e.g. to create a pupil record

Back

5. [bookmark: LegCond]What are the legal conditions?

a. Personal Data can be lawfully processed for the using the following conditions:

i. Consent

ii. Necessary to perform a contract obligation

iii. Blue light emergency services

iv. Statutory Duty

v. Legitimate Interests

b. Sensitive Personal Data can be lawfully processed for the using the following conditions:

i. Explicit Consent

ii. Employment, Social Security, Social Protection

iii. Blue light emergency services

iv. Legitimate Activities of ‘charities/not for profit’ organisations

v. Made Public by the person

vi. For legal defence/claims

vii. Substantial Public Interest

viii. Health & Social Care provision and management

ix. Pan UK Public Health (Epidemics)

x. Archiving for scientific/historical research or statistical purposes

Back

6. [bookmark: LegInt]Legitimate Interests cannot be used as a processing condition other then I exceptional circumstances

Back

7. [bookmark: EEA]Any country outside of the European Economic Area (EU countries, plus Iceland, Lichtenstein and Norway) is not considered to have the same legal protections as the UK

Back

8. [bookmark: Inform]The right to inform requires you to tell people about how their rights are managed including if information is rectified, modified, erased or restricted

Back

9. [bookmark: Access]The right to access means you must be able to provide a copy of a person’s data to them upon written request

Back



10. [bookmark: Rect]The right to rectify requires you to correct inaccurate data.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

11. [bookmark: Erase]The right to erasure requires you to securely destroy the data you hold.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

12. [bookmark: Restrict]The right to restrict requires you to stop processing data (other than keeping it secure) whilst a complaint is resolved.  This may not always be possible if it relates to an official record or a professional opinion recorded by your staff.  If this is the case you should not tick this box

Back

13. [bookmark: Portability]The right to Data Portability only applies when a service is based on ‘Consent’ and then only if it involves technology 

Back

14. [bookmark: Object]The right to object requires you to stop using the data for the purposes for which it was collected.  This does not apply to any legal obligations to process the data, but does apply for any processing under Consent, e.g. marketing or profiling

Back

15. [bookmark: Auto]The right to refuse automated decision making means if a computer makes a decision about how you will deliver a service to a person; they have the right to request the decision to be made by a human Being. 

Back
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